Speakerbus

CVE-2022-1096: Google Chrome / Microsoft Edge Vulnerability

Security Advisory Number 15

Affected Product(s) Detailed Below

TAC Reference N/A

Audience Operations, Customers, Partners

315t March 2022

Supersede N/A

Severity High — Take Action

Background:

A serious security alert (CVE-2022-1096) has been issued for Google’s Chrome and Microsoft’s Edge
browsers:
https://chromereleases.googleblog.com/2022/03/stable-channel-update-for-desktop 25.html

https://msrc.microsoft.com/update-guide/vulnerability/CVE-2022-1096

Speakerbus has assessed the Google and Microsoft released browser updates when used with the following
products that have web browser interface. There are no observable detrimental effects in using these
updates with our products.

e iManager Centralised Management System (iCMS)

e iManager Web Server (iWS) (ARIA Click, ARIA Touch, ARIA Hoot)
e iManager Call Data Server (iCDS)

e iManager Gateway Server (iGS)

e iManager CloudBase (iCB)

e iManager Communications Server (iCS)

e iG330/iG334,iG114,iG124,iG214 Gateways

Next Steps:

Speakerbus recommends that the following Google and Microsoft provided updates are applied as soon as
possible:

e Google Chrome Version 100.0.4896.60
e Microsoft Edge Version 99.0.1150.55

If you have any questions regarding this communication, please contact Speakerbus Global Customer
Support (https://www.speakerbus.com/helpdesk).

End of Security Advisory 15
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